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1. INTRODUCTION

1.1 Introduction to Local Area Networks

During the last decade, the decreasing cost and increasing performance of VLSI
components has brought about a change in the way that people use computers. Advances in
VLSI technology have made possible the development of powerful microprocessor based
workstations and personal computers. Rather than accessing a time-shared mainframe through
an ASCII terminal, it is now often more economical and convenient for each user within an
organization to be provided with his or her own personal computer. This distributed
computing approach allows for easy expansion and flexible architectures. In addition, the use
of powerful workstations with built-in high speed graphics provides the ability to execute
programs such as window and icon based operating systems and high speed animation
programs that aren't feasible with text only terminals connected to mainframes by low speed
lines.

This trend toward distributed workstation based computing has created the need for local
area networks (LANs) that provide high speed computer-to-computer communications within a
limited geographic span. Users of a distributed system typically require the ability to access
remote files, send electronic mail to other users, and access shared peripherals such as high
quality printers. Standardized methods of providing this capability must exist in order that
equipment from different vendors be interoperable. The Institute of Electrical and Electronic

Engineers (IEEE) has recognized the need for such standardization and has created the IEEE



Standard 802, a family of standards for local area networks.
The IEEE 802 family consists of a set of six standards that specify the physical and data

link layers for several local area networks. Figure 1.1 illustrates the relationship of these

standards.
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Figure 1.1 IEEE 802 local area network standards

The 802 standards have divided the data link layer into two sublayers: the media access
control (MAC) sublayer and the logical link control (LLC) sublayer. Four separate standards
exist for the MAC sublayer, corresponding to the four local area networks that have been
specified by the IEEE. Each standard describes the physical interface and the method for
controlling access to the channel for its specific network. The four networks defined by the
IEEE 802 committee are described in standards 802.3 (CSMA/CD network), 802.4 (token bus
network), 802.5 (token ring network), and 802.6 (metropolitan area network).

The LLC sublayer specifies procedures for connection oriented and connectionless data
transfers between two stations on a local area network. These procedures are independent of
the local area network being used, and are described in standard 802.2. Finally, standard

802.1 describes the relationship between the various 802 standards and specifies methods for



interconnecting two or more 802 local area networks together. This thesis is specifically

concerned with the interconnection of two 802.5 local area networks.

1.2 Methods of Interconnecting Local Area Networks

Due to a variety of reasons, several local area networks may coexist within an

organization. For example, any of the following may motivate the existence of multiple LANs

within an establishment;

*

Local area network specifications stipulate a maximum number of nodes that may be
connected to the network and a maximum cable length for the network. When either of
these limits is reached, it may be necessary to partition the original network into two or
more smaller networks when expansion is desired.

As a network grows, its maximum allowed bandwidth may become a bottleneck,
limiting overall throughput. Separating the network into two or more smaller networks
can provide a means of increasing the total available bandwidth, thus alleviating this
problem.

Different departments within an organization may wish to install and manage their own
networks. This may be desirable for network security considerations, administrative
reasons such as accounting purposes, or because the different departments wish to
implement different types of networks. For example a network connecting robotic
equipment on a factory floor may dictate the use of a LAN that guarantees a
deterministic worst case access time, whereas an office environment of low cost

personal computers may motivate the use of a relatively inexpensive network.

Even though separate networks may exist within an organization, it is still desirable to be
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able to interconnect these networks in order to provide for communication between the nodes
that reside on the different LANs. Three methods of LAN interconnection are commonly used.

These are described below:

1.2.1 Repeaters

A repeater is a physical layer device used to link together two cable segments. The
repeater amplifies the signals appearing on one cable segment and retransmits these onto the
other cable segment. The amplification and retransmission are done for both directions, and
thus with the repeater the two cable segments appear as one (longer) cable. Repeaters are used
to increase the physical distance spanned by a network. However, they do not increase

network throughput, nor do they allow dissimilar networks to be interconnected.

1.2.2 Bridges

A bridge is a device that operates within the MAC sublayer of the data link layer to
connect individual local area networks into a "bridged local area network". A bridge connects
two or more local area networks by capturing and buffering complete frames from one network
before forwarding these frames to another network. In a bridged local area network, a station
transmitting a frame addresses the frame to the desired destination station rather than to the
bridge. The bridge examines the destination address of each frame captured, and only
forwards those frames which are addressed to a node on another network that the bridge is
connected to.

The store and forward operation of a bridge is necessary to allow the bridge to gain
access to the transmission medium of the destination network before forwarding the frame.
Thus a bridge introduces extra end-to-end delay over a repeater. However, since each network

attached to the bridge operates in parallel, a bridged local area network can offer greater total



throughput than a set of cable segments connected by repeaters. In addition, a bridge can be
used to connect local area networks with different media access control procedures. In this
case the bridge may need to manipulate the received frames so that they are compatible with the
second network before retransmission. However, it is not always possible to map frames
between the different media access control protocols in a completely transparent manner. For
example different MAC layer protocols specify different values for the maximum frame length
which may be transmitted. A bridge linking LANs with different MAC sublayers may have to
reject frames which are too large to forward. Thus bridges operate best when all the networks
in the bridged environment are compatible at the MAC sublayer.

Bridges do not implement any form of flow control, and are therefore subject to
congestion. Since a bridge has only a finite buffer space, it may lose frames which it cannot

store. The recovery of these lost frames is the responsibility of the end stations.

1.2.3 Routers

Routers are internetworking devices that operate at the network layer. Use of a router
requires a transmitting station to address its frame to the router rather than to the desired
destination station. Information in the layer three header of the frame specifies the final end
station. The router uses this information to forward the frame to the appropriate network.
Thus, as opposed to most bridging algorithms, the use of a router is not transparent to the end
stations in the network.

Connecting local area networks with routers requires that all nodes in the internetworked
environment execute the same layer three protocol, whereas the layer three protocol used in a
bridged local area network is transparent to the bridges and may therefore be different for
different stations. However, routers are better able to connect networks with incompatible

MAC layers than bridges are. For example, protocols typically used with routers allow a



router to fragment frames that are too large to forward into several smaller frames to be
forwarded.
Since bridges do not operate at the LLC or network layers, a bridge should in general

perform better than a router.

1.3 Scope of the Thesis

This thesis describes the development of a local area network bridge designed to link
together two IEEE 802.5 token ring networks. The work performed for this project includes
both the hardware and software design for the bridge and a study of the performance
characteristics of the bridge. This bridge design is intended to be used as part of a larger
project for which the goal is to develop and implement protocols for the 802.5 token ring
network for transmitting data, digitized voice, and digitized still-frame video pictures. The
transmission of a digitized voice must be performed in such a manner that the end-to-end delay
and end-to-end jitter between consecutive frames are small enough to not introduce noticeable
distortion in the played-back voice.

The 802.5 token ring network was originally developed by IBM and was eventually
chosen as one of the three LAN protocols standardized by the IEEE 802 committee. This
standard is described in Chapter 2.

Chapter 3 outlines the important design factors considered in the development of this
bridge. These include factors that should be considered in any bridge design, as well as factors
specific to bridges designed for 802.5 networks.

Two alternative routing algorithms have been proposed to allow arbitrary topologies of
bridges and LANs to be constructed. The hardware designed for this thesis is capable of

operating with either algorithm. Both algorithms are discussed in Chapter 4.



The hardware design for this bridge uses an IBM PC as a base for which 802.5 network
interface expansion cards were designed and constructed. The network interface hardware
design is presented in Chapter 5.

The bridge software that executes on the IBM PC is described in Chapter 6. This

software implements the source routing bridge algorithm described in Chapter 4.



2. DESCRIPTION OF THE IEEE 802.5 TOKEN RING NETWORK

This chapter describes the IEEE 802.5 token ring local area network. Section 2.1
provides an overview of the network. The frame format encoding is described in Section 2.2.
Section 2.3 describes the ring priority mechanism, and Section 2.4 describes the ring

maintenance procedures.

2.1 Introduction to the 802.5 Token Ring Network

The IEEE 802.5 token ring network (ANSI/IEEE 1985) consists of a series of stations
serially connected with shielded twisted-pair wiring in a star shaped ring topology (Figure
2.1). Logically, the nodes in this form of network are wired in a ring configuration, with each
node having connections to its successor and predecessor. Physically, however, the nodes are
connected to wiring concentrators by a cable containing two twisted pairs, one for transmit data
and one for receive data. The wiring concentrators are themselves connected by point-to-point
links in a ring topology. The wiring concentrators contain relays used to insert or remove
stations from the logical ring. These relays are energized by current from the stations. If the
cable to a station breaks or the station is powered down, the loss of drive current will release
the relay and bypass the station.

Information is transmitted sequentially from station to station at a data rate of 4 Mbps. A

transmitting station transfers a frame onto the ring, where it circulates from one station to the
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next. All stations but the transmitting station repeat each bit as it passes. In addition to
repeating the incoming bit pattern, the addressed destination station copies the passing
information into local memory and sets the value of two acknowledgement bits at the tail of the
frame to indicate receipt. Finally, the station that transmitted the frame removes it from the
ring.

A station gains the right to transmit when it detects a unique signaling pattern, known as a
token, passing on the medium. As explained in Section 2.3, tokens contain a priority field that
can be used to give higher priority access to stations that must transmit frames with real-time
timing constraints. Upon detecting a token with the appropriate priority, a station with data to
transmit may capture the token by modifying it to a start-of-frame sequence and appending a
frame. A transmitting station may continue to transmit frames until a token holding timer at the
transmitting station expires or the station has no more frames queued to transmit with the
appropriate priority. When a station has completed its information transfer and has seen that
the start of its first transmitted frame has completely circulated the ring, it transmits a new token
onto the ring to provide other stations with the opportunity to gain access to the ring.

Error detection and recovery in the token ring are performed by a station known as the
active monitor. Every station has the capability to serve as the active monitor; a negotiation
phase is performed to elect the monitor upon initialization of the ring or upon power down or
failure of the current monitor. The active monitor is responsible for performing such functions
as recovering from a lost token, stripping persistently circulating frames, and removing partial

or garbled frames. The operation of the active monitor is explained further in Section 2.4.
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2.2 Frame Encoding

Two basic frame formats are used on the token ring network: information frames and
token frames. Both formats are made up of a sequence of octets (bytes), each octet containing

eight symbols. A symbol can encode one of the following four values:

0 = binary zero
1 = binary one
J =non-data J

K =non-data K

The binary zero and binary one symbols are used to encode standard binary data. The J
and K symbols provide an out-of-band signaling mechanism to uniquely encode the starting
and ending delimiters of a frame or token. A fill pattern consisting of an arbitrary number of
zero or one symbols is used to separate the trailing end of one frame or token from the starting
end of the next. A station can distinguish fill bits from non-fill bits by keeping track of the
starting and ending delimiters as they pass.

The 802.5 token frame format is shown in Figure 2.2 and the information frame format

in Figure 2.3. The fields of these frames are described in the following subsections.

SDEL AC EDEL
1BYTE | 1BYTE | 1BYIE

Figure 2.2 IEEE 802.5 token frame format
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DEST | SOURCE INFO
SDEL AC FC ADDR ADDR FIELD FCS EDEL FS

1BYTE | 1BYTE 1BYTE 6BYTES |6BYTES 4 BYTES | 1BYIE 1BYTE

FIRST - RING TRANSMISSION ORDER p LAST

Figure 2.3 IEEE 802.5 information frame format

2.2.1 Starting delimiter

The starting delimiter field is one byte in length as shown in Figure 2.4. A station uses
this field to synchronize to the bit stream of the frame. The use of the J and K symbols in the
starting delimiter uniquely distinguishes it from the other fields in the frame for synchroniztion

purposes.

Figure 2.4 IEEE 802.5 starting delimiter

2.2.2 Access control byte

The access control byte is shown in Figure 2.5. This byte is used to control access to the
network. The bits marked PPP and RRR are used to implement the token priority mechanism.
Up to eight priority levels, encoded as O - 7, are available for transmission, priority level 7
being the highest. The priority of the current token is encoded in the PPP bits. The RRR bits
are used by stations to request that a future token be released at the requested priority level.
The priority scheme is explained further in Section 2.3.

The T bit is used to distinguish a token from an information frame. This bit is encoded as

a zero in a token and as a one in an information frame. A station waiting to transmit can flip
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this bit in a passing token to a one to change the token into an information frame and append a
queued frame which has a priority greater than or equal to the token priority encoded in the
PPP bits.

Finally, the M bit is used by the active monitor station to delete frames which should be
removed from the ring. When a station transmits a frame it sets the M bit to zero. As the frame
passes the active monitor, the monitor flips this bit to a one. Since the transmitting station
should delete the frame from the network once it has traversed the ring, the active monitor
should never see the M bit set to a one. However, if the transmitting station malfunctions or is
powered down before stripping its frame, the frame will retum to the monitor with the M bit

set. The monitor will see that this bit is a one and remove the frame.

Figure 2.5 IEEE 802.5 access control byte

2.2.3 Frame control byte

The frame control byte is shown in Figure 2.6. The two most significant bits are used to
distinguish between information frames destined only for the MAC sublayer (encoded as 00)
and information frames that should be passed to the LLC sublayer (encoded as 01). The other
two possible encodings of these bits are reserved for future use.

There are six MAC sublayer frames defined. These are used for ring maintenance
purposes. For these frames, the Z bits designate which type of maintenance frame is present in
the data field. For the LLC frames three of the Z bits can be used to encode the priority of the
frame from the source LLC entity to the destination LLC entity. Note that the PPP bits of the

access control byte do not necessarily designate the frame priority since a station may transmit a
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frame using a token for which the priority level is less than the priority of the frame.

Figure 2.6 IEEE 802.5 frame control byte

2.2.4 Destination address

The destination address field is six bytes long as shown in Figure 2.7. These six bytes
encode the destination address for the frame. The two upper bits of the most significant byte
have a special purpose. Bit seven of the byte is used to distinguish frames addressed to an
individual station from frames addressed to a group of stations. A value of zero indicates an
individual destination address and a value of one indicates a group destination address. Bit six
of the most significant byte is used to distinguish addresses assigned globally from addresses
assigned by the local network administrator. A value of zero indicates a globally administered
address and a value of one indicates a locally administered address. This address encoding

scheme has been adopted for all 802 local area network MAC layer standards.

I/G U/IJ . . . . . . . . .
] ]

! ! | < 46 bits >

Universal/Local Address
Individual/Global Address

Figure 2.7 IEEE 802.5 address format
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2.2.5 Source address
The source address field is six bytes long as shown in Figure 2.7. The source address is
encoded with the same format as that used to encode the destination address; however, the

source address must always be an individual station address.

2.2.6 Information field

The information field contains the LLC data or MAC data for the frame. No maximum
frame length is specified by the 802.5 standard; however in practice the length is limited by the
maximum time a transmitting station may hold the token. This value is a system configurable

parameter.

2.2.7 Frame check sequence
The frame check sequence field is a 32-bit checksum used by the destination station to
detect transmission errors. The checksum covers the frame control field through the frame

check sequence fields inclusive.

2.2.8 Ending delimiter

The ending delimiter is one byte long as shown in Figure 2.8. This byte encodes the
ending delimiter pattern for the frame. As in the starting delimiter, the use of the J and K
symbols in the field uniquely distinguishes it from other fields in the frame. The I bit is used to
distinguish intermediate frames of a multiple frame transmission from the last frame
transmitted by a station while holding the token. The transmitting station checks for this bit as
it recieves the frames it has transmitted after they have circulated the ring. It stops stripping the
circulated frames when it sees a frame with the I bit indicating the last frame. The E bit is used

to indicate a frame check sequence error to the transmitting station. This bit is initially
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transmitted as a zero; if any station on the ring determines that the passing frame has a frame

check sequence error, it sets this bit to a one as it passes.

Figure 2.8 IEEE 802.5 ending delimiter

2.2.9 Frame status

The frame status field is one byte long as shown in Figure 2.9. This byte is used to
indicate to the transmitting station whether the destination station exists on the ring and whether
or not it was able to copy the frame. The byte is initialized to all zeros by the transmitting
station. The destination station writes a one into the A (Address Recognized) bits to indicate to
the transmitting station that the destination address was recognized. If the frame passed the
destination station without a frame check sequence error and the destination station was able to
copy the frame into local memory, it sets the C (Copied) bits. Since the frame status field is
not covered by the frame check sequence, the A and C bits are duplicated to provide a means of

error detection.

Figure 2.9 IEEE 802.5 frame status byte
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2.3 Priority Operation

The access control byte of each frame contains a three bit priority field (PPP) which
encodes the priority of the frame or token being circulated. The priority of the initial token on
the ring is always 000, the lowest priority. A station can capture a passing token to transmit
information frames as long as these frames have a queued priority greater than or equal to the
priority of the passing token. These frames are transmitted with the priority bits in the access
control byte set to the priority of the captured token, regardless of the queued priorities of the
frames.

A station with frames queued to transmit can request that the next token released by the
current transmitting station by transmitted at a certain priority. This request is accomplished by
setting the RRR bits of the access control byte of a passing token or frame to the requested
priority level. However, if a priority greater than the desired priority has already been
requested in the RRR bits, a station is not allowed to lower the requested priority level.

When the station currently holding the token completes its transmission, it releases a new
token with the priority set to the maximum of the requested priority level in the RRR bits of the
frame it last circulated, the highest priority in any frame still waiting in its transmit queue, and
the current ring priority. If this value is greater than the current ring priority, the release of the
new token will raise the ring priority. In this case the transmitting station must remember that it
has raised the priority, and must store the values of the old priority and the new priority on a
stack. When the station sees a token return at this new priority, it examines the request bits of
the access control field to determine whether to raise, maintain, or lower the current priority. If
the priority should be lowered, the station pops the old priority from the top of the stack and
releases a new token with this priority. If the priority should be raised, the station releases a

new token with the proper priority and pushes the corresponding values onto the top of its
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stack.

2.4 Ring Maintenance

The station designated as the active monitor continuously monitors the ring. The active
monitor is responsible for regenerating lost tokens and stripping frames that continue to
circulate. If a period of time elapses with no token being detected, the monitor assumes that the
token has been lost and issues a new token. If a frame passes the active monitor, the monitor
sets the M bit in the access control byte. If the frame returns to the monitor with this bit set, the
monitor knows that the frame has been seen before, and strips it from the ring. This may occur
either because a transmission error garbled the frame so that the sending station did not
recognize it and therefore did not strip it, or because of a failure or power-down of the sending
station.

All other stations on the ring are known as passive monitors. The passive monitors
check the operation of the active monitor. If the active monitor fails, the passive monitors use a

procedure to determine which station should take over as the active monitor.



19

3. BRIDGE DESIGN OBJECTIVES

The inclusion of one or more bridges in the route between two end stations should be as
transparent as possible to the end stations. For example, bridges should strive to maintain the
high throughput, low delay, and low error rate characteristics of the LANs which they connect.
To achieve this transparency, bridge designs must incorporate certain features. Section 3.1
outlines the characteristics that an ideal bridge or network of bridges should posses in order to
minimize the impact on the communicating end stations, and lists the features that a bridge
should possess in order to achieve these characteristics. Section 3.2 compares the bridge

designed for this research against these goals.

3.1 Desired Characteristics for Bridges

3.1.1 Minimal frame loss

Due to the absence of any flow control mechanism, a bridge may temporarily run out of
buffer space during times of peak activity. When this occurs, the bridge will not be able to
capture frames that should be forwarded. In order to minimize this possibility, a bridge should
have a large enough buffer space to handle heavy loads. Support for packet filtering by the
bridge hardware rather than relying only on software filtering can also help minimize the

number of lost frames.
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3.1.2 Sequential delivery

Most, if not all, local area networks deliver frames between nodes in the order in which
they were sent. If the communication protocols used by the stations on a LAN expect such
sequential delivery of frames, then bridges must preserve this characteristic. Note that for
LANSs such as the 802.5 network that implement a priority scheme, the requirement for
sequential deliver may prevent bridges from reordering the frames queued for retransmission

based on the priorities of the queued frames.

3.1.3 Minimal delay

Stations on a LAN typically expect a low end-to-end delay when transferring frames. To
retain this property, a bridge should attempt to minimize the processing overhead for forwarded
frames. Packet filtering by the bridge hardware can be used to reduce the interrupt load on the
bridge's processor, thus allowing the processor to respond quicker to those frames that are to

be forwarded.

3.1.4 Source address overlay
A bridge must be able to transfer a frame with a source address other than its own in
order that forwarded frames retain the original source address rather than the address of the

bridge. This capability is not possible with all commercial VLSI local area network controllers.

3.1.5 End-to-end frame check sequence coverage
A bridge must not introduce any undetectable errors in frames which are retransmitted.
Allowing a bridge with the ability to retransmit frames using the original frame check sequence

rather than regenerating this field provides a method for the end stations to detect whether the
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data have been corrupted while stored in the bridge's memory. This capability is also not

possible with all existing VL.SI LAN controllers.

3.1.6 High priority transmission

A bridge should have the ability to transmit frames with a higher priority than other
nodes. This helps to reduce congestion at the bridge and to minimize end-to-end delay of
frames that traverse one or more bridges. The 802.5 network supports up to eight levels of
priority; however, current implementations use only the lowest four levels (zero to three). It is
desirable that 802.5 bridges be able to transmit frames at any priority. It may also be desirable

to determine the priority of each frame at transmission time based upon current network load.

3.1.7 Setting of the frame status field

A transmitting station may rely on the values of the address recognized and frame copied
bits of the 802.5 frame status field. Therefore, a bridge for 802.5 networks must be able to set
these bits if it has determined that it should forward the frame. This must be done in real-time

as these bits pass through the bridge while circulating the ring.

3.1.8 Access for network management purposes

For large local area networks it is important to be able to control the operation of a bridge
from another node for network management purposes. The IEEE has recommended five
categories on network management functions that an ideal bridge should support (Currie
1988). These five categories include configuration management (e.g., resetting, enabling, or
disabling a bridge or a port on a bridge), fault management (e.g., detection and reporting of
failures), performance management (e.g., collection and reporting of performance and traffic

statistics), security management (e.g., access control and encryption), and accounting
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management (e.g., recording of any costs for the use of a bridge's resources).

3.1.9 Minimal traffic overhead
The algorithms used by bridges should minimize traffic by avoiding complex

bridge-to-bridge protocols used to compute routes.

3.1.10 Allow arbitrary topologies

Most bridging algorithms work to eliminate the existence of multiple routes between any
given pair of hosts in a bridged network. These bridging algorithms exchange protocol
messages among the bridges to detect the existence of multiple routes in the network. If such
routes are found a negotiation phase is executed to disable certain bridges or ports within a
bridge so that a single route exists between any two nodes. This is necessary to ensure that
duplicate frames aren't delivered to a destination station. Two alternative bridge routing

protocols have been developed for this purpose. These protocols are discussed in Chapter 4.

3.1.11 Quick response to changes in the environment

A bridged local area network environment is in general more dynamic than that of a single
LAN due to the possibility of bridge of LAN failures or the movement of hosts between LAN
segments. The routing protocol used by bridges should be responsive to these changes. For
example, if a bridge fails during operation, a topology update algorithm should be executed by
the other bridges to enable another path to be established between the LANs connected by the

failed bridge is such a route exists.
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3.2 Accomplishment of Design Goals

The bridge designed for this thesis attempts to achieve most of the goals listed in Section
3.1. Frame filtering is performed in hardware to minimize processor interrupts and lower the
frequency of lost frames. Extra frame buffering RAM is included on the LAN adapters to also
help reduce the frequency of lost frames. The bridge software maintains sequential delivery of
frames forwarded by the bridge. The 802.5 VLSI chip set used by the bridge provides the
ability for source address overlay and maintains the original frame check sequence for
forwarding frames. The chip set is also capable of using all eight priorities defined by the
802.5 standard, and the bridge software forwards frames at a high priority to help minimize
congestion. The chip set also sets the frame status bits on frames which it captures for
forwarding purposes.

Although no remote network management capability was designed into the bridge, error
reporting and performance measurements are printed to the local screen of the IBM-PC serving
as the bridge. Finally, the source routing protocol, one of the two bridge routing protocols
described in Chapter 4, was implemented for the bridge. This protocol uses minimal overhead
to compute routes and allows arbitrary topologies of bridges and LANSs to be constructed.
Dynamic reconfiguration is the responsibility of the end stations under the source routing

protocol.
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4. BRIDGE ROUTING PROTOCOLS

Due to the growing demand for methods to interconnect local area network segments
together, the IEEE 802 committee has been developing standards for local area network
bridges. Two alternative bridge routing protocols have been proposed. These two protocols
are referred to as the "spanning tree algorithm" and the "source routing algorithm". The IEEE
802.1 committee has evaluated both bridging schemes and has selected the spanning tree
algorithms as the single standard for interconnecting 802 local area networks together (Backes
1988). However, the 802.1 committee has allowed the 802.5 Token Ring committee to extend
its standard to include source routing bridges. This chapter examines and compares the two
algorithms. The spanning tree algorithm is described in Section 4.1 and the source routing

algorithm in Section 4.2. Finally, Section 4.3 compares and contrasts the two algorithms.

4.1 Spanning Tree Algorithm

The spanning tree algorithm (Perlman 1985, Backes 1988) is designed to allow bridges
to be transparently integrated into existing local area network environments. Transparent
integration means that no modifications are required to existing stations to allow these stations
to communicate with each other through a bridge. Thus transparent bridges are backwards
compatible with existing 802 compliant implementations.

Under the spanning tree algorithm, bridges perform three basic operations:
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1. Frame forwarding
2. Learning of station addresses
3. Participating in an algorithm to resolve topology loops.

These functions are described in the following subsections.

4.1.1 Frame forwarding

In the spanning tree algorithm bridges operate in a "promiscuous mode", receiving all
frames transmitted on each LAN segment to which they connect. Each bridge maintains a
forwarding data base by observing and recording the source address of all frames received
from each of its ports. The data base consists of a list of node addresses and a bridge port for
each address. When a frame is received, the bridge compares the destination address to the
information contained in the forwarding data base. If the destination address is found in the
forwarding data base, and the port identifier for that entry is the same as the identifier for the
port on which the frame was received, the frame is not forwarded to any bridge port. If the
port identifiers are different, the frame is forwarded to the bridge port contained in the data
base. Finally, if the destination address is not found in the data base, the frame is transmitted
on all bridge ports except the port from which it was received. Likewise, frames addressed to
a group address are also transmitted on all bridge ports except the one from which they were
received. The upper box of Figure 4.1 presents the flow chart for the frame forwarding

process.

4.1.2 Learning of station addresses
Initially the forwarding data base is empty. To add an entry to the data base, the bridge
compares the source address of each frame received without error against the entries currently

in the data base. If the source address is not found, it is added along with the identifier of the
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port on which the frame was received. A timer value for this data base entry is reset to indicate
that this is a current entry. The timer is used to keep track of the age of each entry. Entries are
removed from the data base when their time field indicates that the data has not been updated
for a specified period of time. Removing old entries allows the data base to adjust to changes
such as the movement of a station from one LAN segment to another, or the power down or
failure of a station.

If the source address of a received frame is found to exist in the data base and the port
identifier does not match the entry in the data base, the port identifier in the data base is
changed to reflect this new information. If the port identifier is the same it is not changed. In
either case the timer field for the entry is reset. The lower box of the flow chart in Figure 4.1

illustrates the bridge learning process.

4.1.3 Spanning tree calculation

Difficulties can arise in bridged LANS if the network is configured such that multiple
routes exist between any given pair of hosts. In such cases a frame could take each possible
route to the destination, thereby generating duplicates. Additionally, frames would be
continuously circulating in the system. Therefore, in addition to providing frame relaying
functions, bridges must also overcome multiple route difficulties.

The spanning tree algorithm is designed to overcome these difficulties by pruning an
arbitrarily connected graph of networks and bridges to a single tree structure which spans all of
the LAN segments. The nodes of the graph consist of the bridges and LAN segments in the
system. An edge connects a bridge node to a LAN segment node if and only if the bridge is
directly connected to the LAN segment and is in a state to forward frames to or from the LAN
segment. The algorithm is implemented by a complex protocol in which bridges exchange

protocol messages using a connectionless mode data transfer. The exchange of messages
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results in certain bridges disabling some or all of their ports from forwarding frames so that the
resulting topology is a spanning tree. The algorithm is briefly described below.

Initially, each bridge and each port within a bridge are assigned a unique identifier. The
bridges exchange messages using multicast addressing to a well-known bridge group address
in order to determine the bridge with the lowest numbered identifier. This bridge becomes the
root bridge. Then each bridge selects a port through which a least cost path to the root is
found. This port is called the "root port”. Next, a unique bridge is selected for each LAN.
This bridge is termed the "designated bridge", and the port connection to the LAN is termed the
designated port. The designated bridge for a LAN is selected to be the bridge with the lowest
numbered bridge identifier among all bridges on that LAN. Finally, each bridge puts its root
port and all bridge ports to LANSs for which it is the designated bridge into a forwarding state.
The other bridge ports are put into a blocked state. The end result is the desired spanning tree
topology.

An example network topology and the result after the spanning tree algorithm has been
performed are shown in Figure 4.2. In the resulting network each LAN has a unique path
up-tree towards the root through the designated bridge for that LAN. A designated bridge will
forward frame traveling up-tree onto its root port. When a frame has traveled up-tree as far as
is necessary, it will then travel down-tree along a different set of branches going in through the
root port of the proper bridge and out through that bridge's bridge port until it has reached the

destination LAN.

4.2 Source Routing Algorithm

This section examines an alternative to the spanning tree bridge algorithm known as the

source routing algorithm. The source routing algorithm has been developed by the IEEE 802.5
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committee to allow stations to communicate across multiple token ring networks (Dixon and
Pitt 1988). The frame forwarding operation of the algorithm is explained in Section 4.2.1.

The route discovery process used with source routing is explained in Section 4.2.2.

4.2.1 Frame forwarding under source routing

In the source routing algorithm, a transmitting station is responsible for specifying the
route that a frame should follow to reach the destination station. In order to determine such a
route, the transmitting station must first execute a route discovery algorithm as explained in
Section 4.2.2. If this algorithm determines that the destination station does not reside on the
same LAN segment, the transmitting station inserts a routing information field immediately
following the source address in every frame sent to the destination station. The bridges
connecting the LAN segments use this routing information field to forward the frames across
the correct LAN segments.

The presence of a routing information field is indicated by a one in the most significant bit
of the 6-byte source address in the MAC layer header. In the format for LAN addresses
specified by the IEEE, this bit is defined to distinguish between an individual station address
and a group address. However, the 802.5 specification states that a transmitting station must
always use its individual station address, rather than a group address, for the source address
field. Therefore, the source routing protocol redefines this bit to indicate the presence or
absence of a routing information field.

The format of the routing information field is illustrated in Figure 4.3. The field can vary
in size from 4 to 18 bytes. The first two bytes are control bytes. The encoding of these control
bytes is shown in Figﬁre 4.4. Their use will be described later. The remaining bytes consist
of a sequence of route designators that describe the route that the frame should traverse in order

to reach the addressed destination station.
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802.5 ROUTING INFORMATION FIELD:

Routing Segment | Segment Segment
Control Nbr 1 Nbr 2 * Nbr n
2 ? 2 2
B L D | LF r B: Broadcast
L: Length
31511 4 3 1 D: Direction

LF: Largest Frame
r: reserved

Figure 4.3 Routing information field for source routing algoritm
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802.5 ROUTING INFORMATION FIELD
CONTROL BYTE ENCODING:

B L D | LF T B: Broadcast
L: Length

| 3 Il 511 | 4 | 3 | D: Direction

LF: Largest Frame

r. reserved

B: Broadcast bits
000 = Non broadcast
100 = All-routes broadcast

L: Length bit
- indicates the length of the routing information field

D: Direction bit

- indcates whether the frame is traveling from the originating
station to the target or the other way around

r: Reserved bits

SEGMENT NUMBER:

Ring Number Bridge Nbr

I 12 bits | 4 bits |

Figure 4.4 Routing information field control byte encoding
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Each route designator consists of a LAN segment number and a bridge number. Every
LAN segment in the bridged LAN environment is assigned a 12-bit number and every bridge is
assigned a 4-bit number. The LAN segment numbers must be unique for each LAN segment.
A bridge number needs only be unique among all bridges that link the same two LAN segments
together. A LAN segment number followed by a bridge number constitutes a route designator,
and thus each route designator is 16-bits long. The sequence of these route designators
denotes the order of LAN segments and bridges that a frame must traverse to reach the
addressed destination. A routing information field can contain up to eight route designators.
The number actually present is encoded in the control bytes of the routing information field.

A source routing bridge examines the most-significant bit in the source address field of
each frame to determine if the frame should be forwarded to another LAN. If this bit is a one,
the bridge scans the contents of the routing information field to determine if the segment
numbers for the segments to which it is connected and its own bridge number are grouped
together and in the correct order. If so, the bridge forwards the frame to the desired destination

ring. If not, the bridge discards the frame.

4.2.2 Route discovery

In order to communicate with a station on another ring, a sending station must first
execute a route discovery algorithm. In the route discovery algorithm, a station wishing to
determine a route to another station first transmits a route locating frame. The route locating
frame is addressed to the desired destination station, but contains a routing information field for
which the route designators are empty. The broadcast bits in the control bytes of the routing
information field are set to indicate that this is a frame that should be forwarded by each bridge
on all outgoing ports. The largest frame bits in the control byte are initially set to '111".

Each time the route locating frame is received by a bridge, the bridge scans the route
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designator list to determine if a route designator corresponding to its LAN segment number and
bridge number are already present in the list. This check is to verify that the frame has not
previously been forwarded by that bridge. If the correct route designator does not appear in the
list, the bridge will add it to the end of the list and forward the frame on all ports except the one
on which it was received. If the maximum frame size that can be forwarded by the bridge is
smaller than that indicated by the LF bits in the control field, the bridge will modify these bits
to indicate the maximum length frame which it can forward before retransmitting the route
locating frame.

When the frame has reached the destination station, the destination responds by sending a
frame back to the original sender with the broadcast bits in the control bytes set to
non-broadcast, the direction bit inverted, and the identical segment number list which was

received. Once the original station receives the response frame it has a route to the destination.

4.3 Routing Protocol Comparison

The main advantage of the spanning tree algorithm over the source routing algorithm is
that the spanning tree algorithm is completely transparent to the end stations. Source routing
requires functionality in the end stations, and there are existing 802 products that do not
provide this functionality. However source routing does offer several advantages over the
spanning tree algorithm. For example, source routing nodes may be able to choose a route
based upon considerations such as security or hop count. It is also possible to use parallel
bridges in source routing to gain an increase in performance by allowing different source
stations to select different routes. Note that it is not in general a good idea for a single station
to alternate between parallel bridges since this approach does not guarantee sequential delivery.

Finally, source routing bridges are more able to perform some level of frame filtering in
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hardware since the filtering decision for source based on comparison of a single bit in the

passing frame.
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5. BRIDGE HARDWARE DESIGN

The token ring to token ring bridge described in this thesis was designed to use a
dedicated IBM Personal Computer (IBM-PC) as a hardware base. Two token ring bridge
adapter boards were constructed and placed into expansion slots on the IBM-PC backplane.
Software was written to execute on the IBM-PC to control these two boards. Each of the
circuit boards provides an interface between the PC and a single token-ring network as shown
in Figure 5.1. The two circuit boards are identical in design, and the implementation could
easily be generalized to an "n-port" bridge by adding additional network interface boards to the
PC.

The bridge design is based on the Texas Instruments TMS380 chip set. This chip set is
described in Section 5.1. The schematic circuit diagrams are illustrated in Figure 5.2. These
schematics are described in Sections 5.2 through 5.4. In the description of the schematic
diagrams, a component is identified by its location on the circuit board. A two-dimensional
grid is used for this identification, where each row is labeled with a number from one through

seven, and each column with a letter from 'A' through 'T'.

5.1 TMS380 Chip Set

The bridge's network interface boards are based in the Texas Instruments TMS380 chip

set (Texas Instruments 1986). This chip set consists of a family of five chips that together
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802.5 NETWORK | 802.5 NETWORK
- - — = — [ — = = 7 - T T 77
| |

IBM-PC IBM-PC
‘ 802.5 BRIDGE| [802.5 BRIDGE |
| CARD CARD |
| |
| € IBM-PC EXPANSION BUS D
| |
| IBM-PC |
L o o o 2

Figure 5.1 Token ring bridge configuration



. TO
{Z \/ TMS38010 IMSS8021 1} Ring | - oeeN

' Protocol
EPROM | | SRAM Addr CPU Handlor || erface =-piNG
<'_— andler Logic
16K x 16 8K x 16 Latches
ﬁ , ﬂ /\
] Data ,
- Xcvrs C
\v!
‘L) . V TMS 38030
DMA Low DMA High System Interface Chip
Length Reg Length Reg
Control Status SIF Data DMA Low DMA Mid DMA Hi
Register Register Xcvr Addr Reg Addr Reg Addr Reg
Chip Select
PAL |
I/0 Memory PC DATA
Decoding Decoding XCVR
< IBM PC Expansion Bus >

Figure 5.2 Bridge schematics



39
(rcany }— - \

n
REGISTER
DECODING
BAL —
( wrerL )-1 udg
‘ —
N et 23 — CLR
\____PCA9 2] a0 N_PCA2 2| CP@‘DSEP
= 1LS259 C
N PCAS 4 PCA1L 3
e Al 7 4
N PCA7 §1 A2 PCAO 4 XCVRDIR oND —H A2 Qe SIFRESET
N PCA6 31 a3 21 N PCA2 2
N PCAS 1 o AL Q SHLDA
" N
N PCA4 13] ¢ A0
20
w R K @ e
PAL20L10
oNp —H A7 19 — E 7
e— ———— - —— Nc
ot b S @
3
LH—%o LH1—{ B0 e ———
8 —— 8 P RDHIAD o NC
R 4 (o5 ) o
B 4 LOA7 1 10
B2 17 ROLOLEN Qs NC
AS 12 o, 16
1_LVOA4 14] ¢ _ MEMSEL 0] RDHILEN Qs Hi— nc
15 12
RDSTAT Q7 NC
2 G
1 D WR

N PCAL9 1
\ PCALS PCINTR
PCAIT J4B
\——
N PCAlLS PCDATA
t PCAl4 TRANSCEIVER
PCAL3
onp —Lo
LH1 ——2-0 Qb pl2 MEMSEL
3 MA19 3 15245 |
e 4 _MAJR s o 15240 BPCD( 8 P
o B1 /_Q._J_ AQ BO _L._&ﬁ
oS___MAL7 P m 171 ho 756 BPCDO BPCD]1 sH g1 |17 PCDY
oS MAL6 Sl m 1 BPCD? L B2 1§ PCD2 )
o1 _MALS 12 ., m 15] b1 71 b BPCDI1 BPCD3 - 2H g3 15— PCDI
o-S—MAl4 14} ps 4F , BPCD4 6] a4 B4 (14 PCD4 )
9 MAID 160 e OOR 1340 7oz b1 BPCD2 BPCDS 2] . g 13 PCDS
onp—18 By BPCDE 84 s 6 |12 BCD6
oND—1] s 75 b2 BPCD3 BPCD? 91 a7 p7 =1 PCD?

Figure 5.2 (Continued)



40

SRDY

£ sruoa DA Low
ADDRESS REGISTER
un —2d SAcK
SaLEND2 SALE ule
Ge)—1Y et s Ebioap —Iqoe
150x § RIGC
2 SPL KS 2 Ll Ls373 r
G2 sax o 2 s 2foo e |
saDLs B4 SADLS Q aln s st
b7 SADLS R 7 6 BPCD?
2w s TR S o=
SADIA b-ES SADLA « 31p3 Q ———\9 ——
- sapps FX4 SADL3 - vil, ® YR o N
,snsz sapL2 2 SADL2 o ps L sy
2 BEDS
- sapLs S SADL1 o 17 ] 06 Q6 |-16___BPCDS
 SRS1 N . )
sapLo 5 SADLO o 18159 Q7._‘2_M_\
K2
G o
SBHE D-KI—NC DMAMD
3K ADDRESS REGISTER
N} — TMS3I8030
SRDY
G3 1
L2 SRAS 4G SV E_
G2} sBBSY 150K xlu oc RDMIDAD o OF
B2
SBRLS o | X7__P 2 2R A
R
SBERR S SADH7 3 oo Qo}-2 BPCDO
| Hg N
s Smm X9 SADHS 7l als BPCD1
He sme SADH6 \
— saDHs 28 SADHS il @l BPCD?2
£ BPCZ___
K6 SADH4 8 9 BPCD3
vee Blvee SADH4 n SADID 13 > D @ 12 BPCD4
—I:'VCC SADH3 I8 > & 15 BPCD3
2, vee Ao SAD: :: o o 16 BPCD6 )
] sapH1 K10 SAD D6 Q P
HY SADHO_
1] SADHO
2} vee simq 2
1
e
CAG = 1uF
: s (24— svm )
G4 vss
1
vss sxaL 22 SXAL
Bl uss m;uz
F3 —_—
vs oL =D
F4
— vss " R’;’B k SADLY 3 po o 2 BPCDO
—_— = ]
p” Vvss SWK| SRD N___SADLS ain Qb BPCDI
L BPCDL__
vss N____SADLS 7 6 BPCD2
G7 o) D2 02;———\
= Vss SDDIR SDDIR N____SADI4 81p3 o 9 BPCD3
_— Vvss o N____SADL3 B, 1D Q4 |12 BPCDS )
vs — —
” S SDBEN o N___SADL2 14| o Qs |15 BPCDS
vss
s e N___SADL1 7] e Q6 |-16.___BPCDS
- Vss SOWN p——NC A\, SADLo 18|, ] 19 BPCD7
vss vss
—1 K

Gz
@ 1

SADL? 214

SADLS

AT

TRANSCEIVER
SR
=3
N Ls245 C
20 Bo 18 BPCDO
[ a1 Bz BPCD
2 3216 BPCD2
[+ 4D » li ::CDA
Al ottt BPCDL |
AS ps |13 BPCDS
A6 B |12 BPCDS
A7 pypil— BPCDT

Figure 5.2 (Continued)

( BPCDO..7 )



41

c8 o=l A e 10
sy S (a2
xeser pR—( Treser ) D —p—
Z1eg
LBk i LBCLX1
2
DS
LBCLX2 S0y parxz GND_IZ‘OE
1 LS395A r
,m_:l’s LIRQIN2 LRoouT2 |2 LIRQOUT? 300 Qo LS. LRQ2
£ ramvt Lrours (£ LIRQOUTL ot Q
PRQ 2 LRQING LrQouTo |-ES. LIRQOUTO i p @
R
oNp—E p3 @ H&— nc LRQo
Las |22 @ pll—ne
v b (T )
LBRDY )—221 LERDY LrAw pEL DMALOW
- LENGTH REGISTER
TMS38030
LD |22 LD G—)_lMAUCP 11
4G E
2
-1 15374 H
LADIS |-C LAD1S a 3o Qoj2 __BRCDO
LAD14 AL 1AD14 - L3P0 Qls BPCD1
LAD13 [-B2 LAD13 2 AP Q)6 Bram
B4 1AD12 - 8 s Beco3_
x:: A3 LAD11 N 13 Z 3E g 12 BPCD4
2 BPCDS ||
LADI0 B3 1AD10 N 1441, Qsjls _ BRCDS
1aDs |42 LAD9 2 17| qs|is__Becos Y
16 BPCDS |
LADs -3 IADS 4\ 18 {17 Q718 BPCD?
DMAHIG
LENGTH REGISTER
<DMALCP H 11 E
1 {—
wit (o) G L
-1 18374 r
LaD7 [-BS LAD7 o 3o Qo |2_BPCDO
1o | —— N\
Ne—21%4 CpTST LADS -8 LADS « 21 @ BB
LADs |26 LADS - 1A P Q2 |6 BPCDZ
o8 |— N\
NC——q TEST LAD4 A7 LAD4 ‘\ L D3 Q3 ;_‘BPCD‘J
1aD3 |22 LAD3 o 130, 3 Q4 |12 BrCD4
D10 \
Ne—212 ypp Lap2 €2 LAD2 — 141 pg Qs BPCDS
LaD1 128 LADI A 17} o Q6 |16 BPCDS
N N\
ne—2E8] ne LaDo |28 _LADD ] 1215 Q78 BRCDT__

N—(o0is)

Figure 5.2 (Continued)

A0..14

BPCDO..7

Al4 1|
A13 2|
Al2 3
All a|
AlQ 5 |
\_AS9 6|
\__AS 71
PAL
A B 16L8
N__A6 9| 12___DMALCS
AS 10
' D
A4 1]
A3 12 |
A2 13 |
N_Al 14 |
A0 15 |
Lits —1od BT
GND-—”afE
DMALGS
) 5
12 X 4 22
CVREN ! o
L5240
)4 wewo |2

@

E
>
-3

@

S

—
—

s
Y

T

k)

20

19

18

17

16

15

NC RQD)
NC (RQD)
NC (WQ1)
NC (WQO)
(= )
(=)




42

1 o MXTALN 14 f
CAGA ZI-[ 12pF _L st u
4
MXTALOUT
— SSRAv
I s i#cws p& FLBGR
i o MXIAL2 15} \rurars :
CAGB 2I 12pF TBGRI b FILBOR
= EXMEMS
SIFLERQ —22d [BRGZ EMSEL
= pl- o
PHLERQ | LERQI - ALSR2
=117
» up ——_us ) I«
TRESET
LRESET . ,[TRE s DATA
LR/W *~ 1D Q=N TRANSCEIVERS
s
Lecxs [ g ibiax__ Igpt ——
v o Q LBXCVRDEN 4T
23K @ 'RaG 9 [_- IC LBXCVRDR 11,0
. TMS38010 LBCLK2 | LBCLK2 .
L asus
7d LBRDY - I—( )
LBRDY - 56 o |22 LPL —21 a0 o1& PL.
e 2 LPH a1 m [l ~
L6 —Bd T Ne—34 a2 B2 nc (s )
LM ADDRESS Ne—lias ml- N
LATCHES NC—5- A4 B4 Ne
T A el (P
LaL 2 * LL{g Ne—LE a6 62— Nne
2. GND —1dGE Ne—2 A7 p71H1— N
(a2
1S3/ r -
25 | mao o LADIS o 1o wl2— e —LADU 21, o1& D
N LaDIs ] o1 als__au LAD14 3 1 DM
3 |— LDy ¥ LAD13 Py D2 Qs A13 ) LAD{3 L3 P B2 16 D13 N
NC ——=< TEST 43 LADI2 N 9 Al2 J LAD|2 5 15 D12
LI [ LAD12 ] D VR— ! A3 pypis D12
e a7 | ° Lap 2 LADY] o 13 f @ HZ Al /__L&Ell £ ae ¥ Ba-L2 2
‘ |
NC TEST1 al tapte L) N Qs pas___Alo LAD(O 2 B3| 13 DIO
Ne —24 TEsT2 LADIO < P
LaDs |40 LADS N 17| e Q6 | 16__A9 1D 81 ,¢ B2 D2
39 LADS 1 19 A8 ) LAD3 9 1 DS
—_— - D7 Q7 L iy B7
NC ——-2d LBSYNC LAD3 N N Y N
1 ] T T
1ap7 LADT < Do Q|2 A7 LAD] 21 a0 o8 DT
1 34 LADSE o s As ‘ " 1aDS 3 17 D6
+5v veel LADG < D QP2 —LADS 3 4 Bl —2 |
15 {veez Laps 2 LADS o D2 Qs A 41 a2 Bz} D
32 LAD4 o Y ) LAD4 5 | 15 D4
] b N By @ PR . N g By
C5G .~ 1uF LAD3 LAD] R 2ipa | 1AD} S 1 as pef-14 D
P) \ r
12 LAD2 30 LAD? - 144 ps Qs 15 A2 LAD? 7 | AS BS 13 D2
vssi R 1ADL o 121 06 06 16 A1 ‘ V2 W BgH2— DL
13 {vss2 28 N 19 Ao \
LADO LADD o 18] o o a9 ,, R DO
GND 37 _{vsss N N 4 N
)

Figure 5.2 (Continued)




43

‘ AO.14 >’

STATIC
RAMS
H 1y (r )
Qo
12
Q
Wm
@l nc )
Al 100 49 @ Pi—nc
Al3 2} a1 HM6264P-12 o HE—n~c
N A2 81 ., 3¢ Qs 117 ~NC
All 2 . s b e
N_Al0 6], o7 P ne
\.—M—_ﬂ‘ A6 S cmm—
\__A7 3 o o bl DIS
k1 o
N__AS 25| s qu 2 Di¢
AS 241 a9 HM6264P-12 ep—2u
4 211 a10 n Qj‘xs D12
A3 23] An ) 16 D11
N—a3 2l 16 oi__
A2 21 An Q,L’__E‘_"___\
13 DO
Bf——\|
A ape o]
224 OB g
o v "
WE 1 D7
QO-——-——\
. 12 DS
‘
L4 —2& cs1 ar’ DS N\
HM6264P-12 N P N
29 .C?z. 3B @ 16 D3 Y
pe o |
17 m
5 ——-———\
Ne—UiNe §6 18 b1
SLEE RN
19 Do
Q7 N\
) IO

N
EPROMS
Al4 10 4 |
Ao 11 D1§
A3 Qo
Al 12 D14
A12 8 Q
A |3 D13
N__ALL__ 7144 TMS27C128-1 15 D12 N
Al0 6 QB
—1M 7A 16 D11
A9 5| o U |
N2 17 D16
N_as 4 G\
A7 3 Qs ;.-_—__\
| A7 1 D8
N___AS 25] s @
AS 24,9 I
Ad 3100 | ——T o7
A3 23 QO———__\
| AlL 12 D6
A2 2 Ql -—————\
k‘———'—““z |2 DS
0 |
A0 /\__Al 28§ A13 TMS27C128-1 @ D4
e a———
78 Q|18 D3
e D3 ]
Ve Qs |Z D2
PGM Qs 2 D1 )
had QA2 o
OE N
- | |
MEMOE
MEMWE
15
Yop=—nc
B v1pit—nc
13
assr i
un—a v4pll—nc
anp— 62 yspl&—nc
Y6p2—NC
Y7->7——Nc

Figure 5.2 (Continued)

‘ﬁ‘ DO.1§ ’



44

3

8
Eﬁg

32

3

3 8

PXTALIN

RCVR

RCX

]
g
]
Q
x

g
o

[

w

g
2
[\

X b

0t

B
9]
‘50

r4
Q
k

8

Vi

CG6 . 1uF
2

g

LBGRP

LBRDY

LBCLK1

LBCIX2

PHRESET

PHCS

PHTEST

| VCC1
| veC2

vee3

VsS1
Vss2
Vvss3

NSRT

DRVR |

XMATCH

XFALL

LBRQP

TMS38021

66

LAD1S
LAD14
LAD13
LADI12
LADI1
LAD10

LADS

tEhhebgd

1K

+5V

R7FB

Figure 5.2 (Continued)

{ LAD0.14 ’

44 PEINSRT vy
+5V a2
1 31 p Q NC
R7E 150K
AL oRR ) 2 Lo B2 s
3] ric
m ! 7F
( maq ) cm T 047uF,5% =tg
GND ~2-6 1n}e Q
46 WRAP 53 a‘
A0
| 42
. PHLERQ
3 (oms
X (w1
2 (up )
EXTERNAL COPY
HARDWARE PAIL,
2 '
ws — 10 vee Fovsy !
2= ) RIEe
2
PHLEGR 2o 11 Voo pad
2w )
rL
, LADI2 3{n vo1 b2
L, LADIJ " o2 bt~ Nc (coMB2)
1
e
PAL20RA10
2 y LADI4 S1ys vo3 pA%~ NC (GRDLY)
13
L_—___\ st
4 LecLk 2 16 vos H2— N 0o
15
\
e —— LBCLKz 1 17 vos HE~ Nc 12
17
|
—\8—————\ ( Zeser —d 18 vos I~ Nc (a1314)
2
2 ]
fR— 31 107 |-1£~ NC AVE12)
24
_L___\ 6ND —2 no vos 23— Nc (o)
26
| \
I’____\ v LADO Ul w9 i~ Ne sTATY
28
uL————\ GND —2 6ND E b2~ oND
Z

1K



==\ 2
NSRT ¢ NSRT
12 1t ockv
1
GND LOCKRF
1 veoeaN 2 | yeocan
RéHA $249K1%
2
VCOA 4 dvcocra
1 |
CAHB —= 200pF.5%
S
YCOB 3 {vcoces
(oo e
CRGPMP — FILTER
LHs — 4 ENABLE
+svo—ﬁ vee
Iiveea
$16NDA
! | GNDREG
GND LR PV

RCK

REDY

TMS32052

21

DCCLKOUT

PHOUTB

PHOUTA

1
-
— »
o (" Wit XTAL | XTAL
WRAP
9
P—(rax ) .
FRAQ
ptd ReHF
EQUALB
. 1} 249K 1%
R4HE
> CAHD | 20008, 5 %
604,1% ¢ EQUALA 13 - huata
RaHC "
LA RCVHYS RCVHYS
2L1%
20
oNp—e—1) |2— NRGCAP NRGCAP
CAHG 22000 g8, 10 %
8
8 DaX DCLKIN
9
LH6 — ENABLE
+5V s l VCC
16
veeA
17
18 PHOUTB GNDA
4
GNDDRV
19 PHOUTA GND 3 6np

RECVINB

RECVINA

RVCR

DROUTA

DROUTB

ENERGO

CRGPMP

5V

121,1%
CTJA 62p2,5%
GND

Figure 5.2 (Continued)

3l
1

T

82uF

2‘1‘ CIB 62pF,5% '
15 & e e—L A2 RTIND 6
121,1% T4
IND
1 a2 RIIND2 7
1%
GND—&——Lan-2 RIRECVE 8] 4 C1.oRN] RECV ]
1%
10 !
(Rowr ) L1
2
P o - DROUTA ° 3 | C1-GRN| XMITA |
300,5 % 6 °
T4R2
5V ZD5 GND +5V 0@ ;l., C7IC.1uF, 10%
7 3
300,5 %
3 * * DROUTR ¢ . 4 CLRED | XMITB
+5V
RPHOUTB RPHOUTA
1 82uF,10%
2
) 30K 1 1] esopr,10% RPA
An—
2 2T | 50,5%,2W
825,1% ° | IR
1_L 50,5%,2W
R2JB



46

provide most of the functions necessary to design an intelligent IEEE 802.5 network interface
board. A high level block diagram of the network interface designed for this thesis is shown
on the first page of the schematic diagrams in Figure 5.2. This block diagram illustrates the
relationship among the different chips in the chip set. The functions of each chip in the

TMS380 family are described in the following subsections.

5.1.1 TMS 38010 Communications Processor

The TMS 38010 is a 16-bit microprocessor especially designed for data communications
applications. The 38010 can address 32K 16-bit words of memory using a 16-bit address bus.
1408 words of RAM are included internal to the chip. This on-chip RAM buffers the frames
being transmitted and received. An additional 8K words of external RAM have been provided
for the network interface boards constructed for this bridge to increase the frame buffer space.
The on-chip RAM and external RAM are both parity protected. The parity generation and
checking logic is included in the 38010 microprocessor.

The LAN adapter bus is designed to allow DMA transfers between buffer RAM and the
network and between buffer RAM and the system bus (IBM-PC bus). The TMS 38010

includes the arbitration logic for accesses to the LAN adapter bus for these DMA operations.

5.1.2 TMS 38021 Token Ring Protocol Handler

The TMS 38021 Protocol Handler performs hardware based protocol functions for the
token ring network. The 38021 implements bit encoding and decoding for the token ring;
frame address recognition; and the state machines to capture tokens, transmit and receive
frames, manage the adapter buffer RAM and provide token priority controls.

In addition, the 38021 contains 16K of on-chip ROM that contains the adapter firmware

executed by the communications processor. This ROM is preprogrammed by Texas
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Instruments with the adapter firmware. This frees the designer from the necessity of writing
the low-level (MAC layer) software to drive the 38010 and ensures MAC layer compatibility
among all implementations based on the TMS380 chip set.

The 38021 is also responsible for transferring frames between the adapter memory and
the TMS 38051/38052 ring interface chips. The 38021 contains two transmit and two receive
DMA channels dedicated for these transfers. For frame reception, the 38021 also contains the
logic to compare the destination address of passing frames against the local address. Frames
whose destination address matches the local address are automatically captured if buffer space
is available. In addition, input pins on the 38021 allow external logic to signal the 38021 to
capture a passing frame whose destination address doesn't match the local address. This
function is used on the bridge design to capture all passing frames which contain a routing

information field as indicated by a one in the most significant bit of the source address.

5.1.3 TMS 38030 System Interface Chip

The TMS 38030 System Interface Chip provides the interface between the LAN adapter
bus and the host system bus. The host system bus used in this design is the 8-bit IBM-PC
bus. Generally, the TMS 38030 is capable of becoming a bus master on the host system bus in
order to transfer command and status blocks and token ring frames between host memory and
LAN adapter memory. However, the IBM-PC bus used in this design does not allow external
bus masters. Therefore, the circuitry used in this design contains logic that creates the
appearance of host bus DMA capability to the 38030. However, these "pseudo DMA" cycles
are actually controlled by software that executes as an interrupt service routine on the IBM-PC
whenever the 38030 requests access to the host system bus. The interrupt service routine
performs a block memory move operation to transfer the data to or from the LAN adapter.

Hardware handshaking is provided to both the 8088 microprocessor in the IBM-PC and the



48

38030 System Interface Chip to synchronize these transfers.

5.1.4 TMS 38051 and 38052 Ring Interface

The TMS 38051 Ring Interface Transceiver and the TMS 38052 Ring Interface controller
collectively provide the interface between the LAN adapter and the 802.5 token ring network.
These chips contain the logic to provide the ring clock when the LAN adapter is serving as the
active monitor, the phase lock loop circuitry for clock recovery, data detection, and phase
alignment, the drive current to energize the relay in the wiring concentrator, a loop-back path

for diagnostic testing, and error detection of wire faults.

5.2 IBM-PC Interface Logic

The LAN adapter's interface logic to the IBM-PC bus is shown on pages two through
four of the schematic diagrams in Figure 5.2. The PC accesses the network adapter through

both an I/O mapped interface and a memory mapped interface.

5.2.1 1O interface

The I/O interface is mapped into a contiguous block of 16 I/O addresses. The base
address of this block is configured through the jumpers at location J2E. The F521 comparator
at location 2F compares address bits four through nine on the PC bus against the address range
selected by these jumpers, and generates the IOSEL signal if the addresses match. The 20L10
PAL at location 2G further decodes the lower address bits to generate one of eight chip select
signals if the IOSEL signal is active.

The SIFCS chip select signal is generated by the 20L.10 for accesses to the 38030 System

Interface Chip. The 38030 contains four 16 bit registers used for transferring command and
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status information to the 38010. These four registers are accessed by the PC as eight 8-bit
registers which reside at the bottom eight I/O addresses in the LAN adapter's 1/O address
range.

The RDLOAD, RDMIDAD, and RDHIAD chip select signals are used to generate read
strobes to a set of three registers that hold the address for DMA requests from the 38030 to the
IBM-PC. These three registers are implemented by the LS373 transparent latches at locations
3D, 2D, and 1D. The registers hold the low, middle, and high bytes of the 24 bit DMA
address, tespectively. The register values are set by latching the address bus from the 38030
during DMA requests to the PC. The DMA request is mapped into an interrupt request to the
PC, and the PC's interrupt service routine reads the starting DMA address from these registers
before performing a block memory move to transfer the data.

The RDLOLEN and RDHILEN strobes are used to read the low byte and high byte of the
DMA transfer length during the DMA interrupt service routine. These registers reside outside
the 38030 in the LS374's at locations 3E and 3F, but identical registers are present in the
38030. When the 38010 writes the DMA transfer length to the 38030's internal registers, the
external registers also record this length. The 16L.8 PAL at location 5D generates the write
signal to these external registers whenever the 38010 writes to the address of the register's
internal to the 38030. When the 38030 generates a DMA request to the PC, the DMA interrupt
service routine reads the transfer length from these registers before performing the block
mMemory move.

The RDSTAT signal is used to provide a read strobe to a 3-bit status register. The bits in
this status register are read by the IBM-PC during the interrupt service routine for interrupts
generated by the LAN adapter. The bits encode the type of interrupt (DMA read, DMA write,
or 38030 event interrupt).

Finally, the WRCTL signal is used to enable a addressable latch used as a control register
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by the PC to control operation of the LAN adapter. The PC is able to reset the LAN adapter
through this control register, as well as generate a HOLD ACKNOWLEDGE signal to the
38030 during DMA requests by the 38030.

5.2.2 Memory interface

The memory interface from the IBM-PC to the LAN adapter is mapped into an 8K block
of contiguous memory addresses. The starting address of this block is set by the jumpers at
location 1E. The F521 comparator at location 1F generates the MEMSEL signal whenever the
address on bits 13 through 19 of the PC address bus matches the settings of the jumpers. The
MEMSEL signal is not used to directly read memory on the LAN adapter, but rather is
generated during the block reads or writes used by the PC to implement the pseudo DMA
transfers. The MEMSEL signal is used by the 20RA10 PAL at location 71 to perform

synchronization handshaking during these transfers.

5.3 LAN Adapter Local Bus Logic

The LAN adapter local bus logic is shown on pages five and six of the schematic
diagrams in Figure 5.2. The 38010 Communications Processor, 38021 Protocol Handler, and
38030 System Interface can each serve as a bus master on the local bus. Normally, the 38010
operates as bus master to access instructions and data from external memory, but the 38010
releases the bus during during DMA local bus requests by the 38021 or 38030.

The 38010, 38021 and 38030 connect to the local bus through a common set of 16
multiplexed address/data lines and several control lines. The AS373 transparent latches at
locations 5F and 6F latch the 16-bit address for the current bus cycle from the multiplexed bus

to produce a non-multiplexed address that remains stable for the complete bus cycle. The
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AS245 data transceivers at locations 4E, SE, and 6E provide added current buffering for
external memory accesses. The buffered data bus contains 16 data bits and 2 parity bits.

The EPROMs at locations 7A and 7B contain the bridge protocol code for the 38010.
The 38021 contains code in ROM that allows the 38010 to serve as an 802.5 network interface
node; however, for the LAN adapter to serve as an 802.5 bridge the external EPROMs are
necessary. Parity checking by the 38010 is disabled for EPROM accesses, so a third EPROM
is not necessary.

The 8K x 8 static RAM chips at locations 3A, 3B, and 3C provide the 38010 with extra
frame buffering memory. Parity generation and checking is performed for accesses to this

RAM, so three RAM chips are used.

5.4 Network Interface Logic

The network interface logic is shown on pages seven and eight of the schematics in
Figure 5.2. The 38021 is programmed to capture all frames transmitted on the network;
however if the XFAIL pin on the 38021 is driven low during a frame capture, the 38021 aborts
the capture and frees the frame buffer. The 20RA10 PAL at location 61 monitors the header of
the incoming frames as they are stored to local memory on the LAN adapter. If an incoming
frame does not contain a one in the most significant bit of the source address, indicating the
presence of a routing information field, the PAL generates the XFAIL signal to notify the
38021 that the capture should be aborted.

The 38051 and 38052 on page eight of the schematics provide the interface to the token
ring cable. The discrete components on this page perform signal conditioning and line

termination functions.
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6. BRIDGE SOFTWARE DESIGN

This Chapter describes the design of the bridge software that executes on the IBM-PC to
control the two LAN adapter boards. Section 6.1 describes the software initialization process.
After the system has been initialized, a small multitasking kernel is started to support multiple
processes. The kernel design is described in Section 6.2. A timer module is also implemented
to allow processes to delay for specified periods of time. This module is described in Section
6.3. Section 6.4 describes the interrupt service routines for LAN adapter interrupts, and
Section 6.5 describes the processes used to control the bridge. All of the bridge software is

written in the C programming language.

6.1 Initialization

The LAN adapter board firmware contains built-in self test programs that execute upon
power-up. These programs test internal adapter RAM, perform a checksum on the adapter
ROM, test the communication processor, and then perform a loop-back test on the ring. The
status of these tests is made available the the host system. During the initialization procedure,
the bridge software on the IBM-PC reads and reports the status of these tests on the PC's
screen for both LAN adapter cards. If the tests complete successfully the PC initializes both
LAN adapter cards and then initializes the multi-tasking kernel. Finally, five processes are
started: a read and write process for each adapter and a management process that periodically

prints bridge statistics to the local screen. At this point, initialization is complete, and the
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bridge is able to forward frames or participate in the route identification process.

6.2 Multitasking Kernel Design

A simple kernel was implemented to allow a multitasking software design for the bridge.
A multitasking approach is desirable due to the event driven nature of the bridge's operation.
The multitasking kernel is a derived from a similar kernel described in Dlugosz (1988). The
kernel executes as an MS-DOS program, but supports multiple processes in a non-preemptive
fashion. Each process is allocated a separate stack. When a process wishes to relinquish the
CPU, it performs a "yield" call to the kernel. The kernel save the state of the calling process on
the process's stack and then selects another process from the ready list to be dispatched.

The kernel design supports several forms of interprocess communication. Since all
processes share a common address space, shared memory is implied in the design. In
addition, the kernel has provisions for semaphores and simple 1-word messages that may be

exchanged between processes.

6.3 Timer Module

Certain operations in the bridge's software design require that a function be invoked after
a specified delay. Such a feature can be used to provide software timeouts, or to periodically
activate a background task. To provide this ability, a real-time clock was added to the bridge
design, and a timer module was written to control this clock. The real-time clock was
implemented on an expansion card containing an Intel 8254 clock/timer chip. This card can be
programmed to generate an interrupt periodically at a software controlled rate. A rate of 100

ms was chosen for this design. The software to provide the time-out functionality consists of a
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set of service calls that can be made by an executing process to request that a time-out call be
added or removed from the time-out list, and an interrupt service routine to handle the
interrupts from the real-time clock. Section 6.3.1 describes the timer module service calls, and

Section 6.3.2 describes the timer interrupt service routine.

6.3.1 Timer module service requests

The timer module maintains a doubly linked list of nodes used to hold the current list of
requests for time-out calls. Each node on the list contains the address of the function to be
called, a parameter for the function, a number indicating the time in clock ticks until the
function should be called, and the forward and backward pointers to the neighbor nodes on the
list. The entries on the list are sorted by their "time to fire". Because of this timer ordering, the
time field for each node is stored as the time to fire after the previous node fires. Thus, the
total time until an entry is called is the sum of the time field for all entries up to and including
that entry.

Two service requests are provided by the timer module: one to add a request to the timer
list and one to delete an entry from the timer list. The delete service request allows a process to
cancel a previous request for a delayed call. This is desirable if a process wishes to wait for an
event for a maximum specified period of time. In this case a time-out request can be made to
call a routine which will activate the process after the desired waiting period. If the event
occurs before the end of the waiting period, the event handler can activate the process and the
process can then cancel the time-out request.

The routine to add a request to the timer list accepts three parameters: the address of the
function to be called, an integer parameter to be passed to the called function, and the desired
timer delay. The routine walks the linked list to find the correct insertion point, adds a node for

the new request to the linked list, and adjusts the time field of the entry immediately following
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this new entry so that its value reflects the time to fire after the new entry rather than after the
entry in front of the new entry. The add routine returns a pointer to the new entry. The calling
process can use this pointer as a parameter for a subsequent call to cancel the delayed call
request.

The routine to cancel an entry accepts only one parameter, the pointer that was returned
from a previous call to add the entry. The cancel routine locates the desired entry in the linked
list, removes it, and updates the time field of the following entry so that its value represents the

time delay after the entry in front of the deleted entry.

6.3.2 Timer module interrupt handler

The timer interrupt handler is called after every clock tick. This routine checks to see if
there are any entries on the timer list, and if so it decrements the time field of the first entry.
Since the time field of each entry contains the time delay following the previous entry, this
effectively decrements the time field for all entries. If the time field of the first entry has
reached zero, the entry is removed from the linked list and the function whose address is stored
in the entry is called with the specified parameter. If there are one or more entries with a time

field of zero following this first entry, they too are removed and called in a similar manner.

6.4 LAN Adapter Interrupt Handlers

Each LAN port controlled by the bridge connects to a token ring network through an
802.5 LAN adapter interface card. Each LAN adapter card contains an interrupt signal which
is activated by the card to signal an interrupt to the microprocessor on the IBM-PC. This
bridge design contains two LAN ports. Therefore, in addition to the timer interrupt handler,

two LAN adapter interrupt handlers were written, one for each port. Since the operation of the
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two ports is symmetric, the interrupt handler code is virtually the same for both ports. This
section describes these interrupt handlers.

An interrupt can be generated by a LAN adapter card for two separate reasons. As
explained in Section 5.2, a DMA request from the LAN adapter will generate an interrupt
request to the PC. The TMS 38030 System Interface Chip can also generate an interrupt
request to the PC to indicate the occurrence of one of several events of interest. Both types of
interrupts are multiplexed through the same interrupt request signal to the PC.

The first operation of the interrupt handler is to determine which of the two reasons
described above caused the interrupt. This determination is made by reading the status register
on the LAN adapter card. If the interrupt is a DMA request from the 38030, the interrupt
service routine determines the direction of data transfer, the starting address, and the DMA
length by reading the appropriate registers on the LAN adapter and then performs a string move
instruction to move the data. If the interrupt is an event notification from the 38030, the event
type is determined by reading the interrupt register in the 38030, and the appropriate process is

activated.

6.5 Bridge Processes

Five processes are used to control the bridge. A receive process exists for each bridge
adapter. These processes are activated upon receipt of a frame from the appropriate network
interface. The receive process checks the frame to determine if it should be forwarded. Ifitis
a frame with a routing information field indicating a broadcast frame the receive process checks
the route designator list to determine if the frame has already passed the bridge. If not the
process adds a route designator to the routing information field and passes the frame to the

transmit process of the other LAN adapter board. If the frame is not a broadcast frame, the
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receive process checks the routing information field for the presence of its bridge number and
the two LAN segments to which it is connected. If these identifiers are in the proper sequence
in the routing information field, the frame is also passed to the transmit process of the other
LAN adapter. The transmit process for each board accepts frames and programs its LAN
adapter to transmit these frames. Finally, the management process periodically activates itself

using the delayed time-out mechanism to update the screen with the current bridge statistics.
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